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a4MENDMENT OFFERED BY MU. - OF 

MAssAcEusEl-rs 

Tom AMENDMEXVTINTKENATURE OF A 

l%JBSTlTUTE OpFwn, ~yMa.!IhUzrN 

m Center, atridE doubling OK criminal penalItied 

mge&lhenos.re5Brtoto~Rintd8/8187) 

Page 2 of the amendment, strike line 6 and all that 

follows through page 7, line 6, and insert the following 
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SECTION 1. SHOBT !llTLE. 

This Act may be cited as the “Security and Freedom 

Through Encryption (SAFE) Act”. 

SF&. 8. BALE AND USE OF ENCUYPTION. 

(a) IN &XlWAL---Part I of title 18, uniti state8 

Code, is amend~ut by inserting after chapter 123 the fnl- 

lowing new chapter: 

WHAPTJSR 12&ENCRYPTED WIRE AND 

ELECTRONIC INFORMATION 

“9 880 1. DeXiaitionr 

“(I.) the terms ‘person’, %tate’, ‘wire oommu- 

uication’, ‘eJectronic communic&tiou’, ‘investigative 

or law cnfo rccment ofleer’, and ‘judge of competent 

.3eptunbu 24. 1697 (4!07 p.m., 
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jurisdiction have the mew given those terms in 

section 2510 of this title; 

“(2) the terms ‘encrypt and ‘encryption’ refer 

to the scrambling of wire communications, electronic 

communications, or electronically stored information, 

using msthematical formulas or algorithms in order 

to preserve the conf&ntialit,y, integrity, or authen- 

ticity of, and prevent unauthorized recipients from 

axzcessing or altering, such communications or infor- 

mation, 

“(3) the term key’ means the variable informa- 

tion used in a mathematical formula, code, or algo- 

rithm, or any component thereof, used to decrypt 

wire commnnications, eledronic communications, or 

electronically stored information, that has been 

encrypt and 

“(4) the term ‘United States person’ means- 

“(A) any United States eitizeq 

“(B) any other person organized under the 

laws of any State, the District of Columbia, or 

any commonwealth, territory, or possession of 

the United States; and 

“(C) any person orgakzed ,under the laws 

of any foreign country who is owned or con- 

SepMmbw24,1997(4!07 p.m.) 
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1 trolled by iudividuals or persons described in 

2 subparagraphs (A) and (B). 

3 “( 260% Aaaistanee for law enforcement 

4 “(a) NA’I’ION& ELECT~~~~ TECIISOLWTEIS CEN- 

5 TER.- 
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“(1) Ekw~Lrw~~N’r.-Thcrc is cstablishcd in 

the Department of Justice a National Electronic 

Technologies Center (in this snbsection referred to 

as the ‘NET Center’). 

“(2) Dwwwtt.-The NET Center shall have a 

Director, who shall be appointed by the Attorney 

General. 

“(8) Drrww-The duties of the NET Ccntcr 

shall k-- 

“(A) to serve as a center for Federal, 

Stale, and local law enforcement authorities for 

infonuation and assistance regard@ decryption 

and other access requireruents; 

“(B) to serve RR a center for industry and 

government entities to exchange information 

and methodology regarding information security 

techniques and technologies; 

“(G) t.0 examine encryption teohniques and 

methods to facilitate the ability of law enforee- 

S@tMlba244.1987 (4:07 PJ".) 
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ment to gain efficient access to plaintext of 

communication8 and electmuic information; 

“(D) to conduct research to develop effi- 

rient methods, and improve the efficiency of es- 

isting methods, of amessing plaint& of com- 

munications and electronic information; 

“(E) to inveetigate and research new and 

emerging techniques and techuologies to f&i- 

tate access to eommunicatious and electronic in- 

formation, including - 

“(i) revmae-steganography; 

“(ii) dceompression of information 

that previously has been compreSsed for 

transmission; and 

“(iii) de-multipl*, and 

“(F) to obtain information mgardiug the 

mo5t current hardware, SOftWaR, tc~ceormtnlni- 

cations, and other capabilities to understand 

hOw M Secess inforumtion transmittad aem 

networks. 

“(4) EQUAL ACCtr,SS.-&ate and &al law eu- 

forcement agencies and authorities shah have access 

to information, serviw, resources, and aasistauce 

provided hy the NET Center to the name extent that 
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Federal law enforcement agencies and authorities 

have such access. 

“(5) l%x~Nx’EL.-The Director may appoint 

such personnel as the Director consider6 appropriate 

to carry out the duties of the NET Center. 

“(6) &HiR’rAx:T;: OF OTIIER mimm.~ AWN- 

c:rE:s.--Upon the request of the Director of the NET 

Center, the head of any departmeat or agency of the 

Federal Government 97, to assist the NET Center 

in carrying out its duties under this subbsection- 

“(A) d&ail, on tl reimbur6able b&e, IUIY of 

the personnel of such department or agency to 

the NET Center, and 

‘YE) provide to the NET Center such fa- 

cilitics, information, and other non-personnel 

re8~. 

“(7) PRWATE INLXTYTILY a?sl,qTANc!m.--The 

MIT Center may accept, u,6e, and diqx~~ or giftz,, 

bequests, or devises of money, aervic~+, or property, 

both real and pcraonal, for the purpose of aiding or 

facilitating the work of the Center. Gifts, bequests, 

OT devises of money and proceeds from sales of other 

property receive-d as giffs, beqneats, or devises ahall 

be deposited in the Treasury and shall be available 

Sapmbmr 24,1927 (4;07P.m.) 
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for diabursemcnt upon order of the Director of the 

NET Center. 

“(8) bVtSC)KY HOATCD.- 

“(A) EsT,~nr.rsrrhll~s,r.-There is estab- 

liahed the Advisory Board of the Strategic NET 

Center for Exccllcncc in Information Security 

(in this paragraph referred to as the ‘Advisory 

Board’), which shall be con~,prised of members 

who have the qualifications described in sub- 

paragraph (B) and who are appoint4 by the 

Attorney General. The Attorney General shall 

appoint a chairman of the Adviaov Board. 

l‘(B) Qrl,~~lc~-~rroNs.-Eaeh mcmbcr of 

the Advisory Board ehaU have experience or ex- 

pertise in the field of emxyption, dmtion, 

elwkmic ~*muuknical,ion, inJIormation security, 

or electronic commerce, or in the field of law 

enforcement. 

“(C) DvTrEs,--The duty of the Advisory 

Board Shall be tu sdviae the hqT Cenk and 

the Federal Government regarding new and 

emerging technologies relating to encryption 

and decryption of communications and elec- 

tronic intbmation. 

081132:: 7,ll I 
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“( !#) h%EbCENTATION PLAN .--Within 2 

months after the date of the enactment of the Secu- 

rity and Freedom Through Encryption (SAFE) Act, 

the Attorney General shall, in consultation and co- 

operation with other appropriate Federal agencies 

and appropriate indnstry participants, develop and 

cause ta be published in the Federal fi*$stcr a plan 

for establishhg the NET Center. The plan shall- 

“(A) specify the physical location of the 

NET Centir and the eqnipment, aofkwure, and 

personnel resources necessary to carry out the 

duties of the NET Center under this sub- 

section; 

“(B) assess the amount of funding nec- 

essary to establish and operate the NET Cen- 

ter; and 

“(C) identify Lourdes of prohable funding 

for the XET Center, including any sources of 

in-hind contributions from private industry. 

“(h) FREEDOM 01" rxt-.-Subject to so&ion 2805, it 

shall be lawful for any person within any Mate, and for 

any IJnited States person in a foreign country, to use any 

encryption, regardless of the encryption algorithm se- 

lected, enorgption key length chosen, or implementation 

technique or medium used. No Federal or &ate law or 

081132::: WI1 
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regulation may condition the issuance of certificates of au- 

thentication or ~ML%atees of anthority for any encryption 

product upon any cscrowing or other sharing of private 

encryption ke%, whether with private agents or govern- 

ment entities, or establish a hcenaing, labeling, or other 

regulatory .scheme for any encryption product that re- 

quires key escrow BS a condition nf linensing or reg&.tnry 

approval. 

“(c) sTuor.-Within 6 months after the date of the 

enactment of the Bccurity and F’reedom Through 

Encryption @APE) Act., the National Telecommuni- 

cations and Information Administration shall conduct a 

study, and prepare and submit to the Congress and the 

President a report regarding such study, that- 

“(1) messes the effect that establishment of A 

mandatory system for recovery of encryption keya 

for encrypted communications and tiormntion 

would have nn- 

“(A) electronic commerce; 

“(B) data security; 

“(C) privacy in intwhte commerce; and 

“(D) law enforcement authorities and ac- 

tiYitiW,; and 

Septembr 24,lCW (r:07 p.m.) 
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1 “(2) a~seasea other possible methods for provid- 

2 ing access to encrypted communications and infor- 

3 mation to further law cnforccmcnt act&-&s. 

4 “g 2803. Freedom fo sell enoryptiou 

5 “Subject to section 2805, it shall be lawful for any 

6 person within any State to sell in interstate eommercc any 

7 encryption, regardless of the encryption algorithm se- 

8 leeted, encryption key length chosen, or implementation 

9 technique or medium used. 

10 “4 26tM. Prohibitian on mandatmy key -row 

11 “(a) ~KOHIMTION.-x0 p3wn in lawful pof&eSsion 

12 of a key to encrypted comrnuuications or information may 

13 be required by Federal ur State law lu reliuquit~h to an- 

14 other person control of that key. 

15 “(b) Exc!~~~oh FOR ACCESS FOR LAW ENFORCIZ- 

16 UENT PtJwotJEa.-Subs&ion (a) Rhall not affect the au- 

17 thority of any investigative or law enforcement ofYicer, or 

19 any member of the intelhgenee community as defined in 

19 section 3 of the National Security Act of 1947 (50 U.S.C. 

20 401a), acting under any law in e&:t on the ef&&ive date 

21 of this chapter, to gain aecesa to encrypted communica- 

22 tions ur information. 

Page 7 of the amendment, line 17, strike “5 yeam” 

and insert “10 years”. 

SwWmk24.lQB7 (4zC7p.m.) 
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l’agc 7 of the amendment, line 22, strike “10 years” 

and insert “20 years”. 

Page 7 of the amendrneut, 

following: 

after line 23, insert the 

“6 2805. Liability limitations 

“No person shall be subject to civil or criminal liabil- 

ity for providing access to the plamtext of encrypted com- 

munications or electronic informhm to my law enforce- 

mcut offGl or authorized government entity, pursuant 

to judicial process.“. 

2e+bmbor24.1907(4:07 p.m.) 



7 SEC. 3. EXPORTS OF ENCRYPTION. 

8 (a) AIIIL\~SI.KV~ VI E.UWW AD.MI.~~I(SYX~ UO.V AU OF 

9 1,97.9.--Section I7 (f the Export Administration Act of 

IO 197.9 (50 I’.S.C. :lpp. 2316). is nmended h!~ adding at the 

I 1 end there@ tha ,f~llowin,q new subsection: 

12 “(9) L’i).ui>i ‘~‘l:~is .A.\.!) R/:/.. 1 YEI) Ear ~IIWIC.\“/:- 

13 “(I) Gfi:.\fi:i<.~~L. I;( .[,I<.-Suhuhject to paragraphs 

14 (2), (3), and (4), the Secretary shall have exclusive 

15 authonty to control exports o?f all computer h,ardware, 

16 soflwnre, and technology for information security jin- 

17 &ding encryption), ercept th,at which is spec~ficall;y 

I8 designed or modified ,for miliiaq use, including com- 

19 mand, control, and intelligence applications. 

20 “(2) IUWS .1-O? lU:Qi.tIU.Vc: l,ICY.V.Vsfi:s.-X0 vali- 

21 dated license may be required, except pursuant to the 

22 Trading With The Enemy Act or the International 

23 Emergency Economic Powers Act (but only to the ex- 

24 tent that the authon’ty of such Act is not ezercised to 
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extend controls imposed u,nder this Act), jar the export 

or reexport of- 

“(A) any software, including software with 

encryption capabilities- 

“(i) that is generally uvailable, as is, 

and is designed for installation b:y the pur- 

chaser; or 

“(ii) that is in the public domain ,for 

which copyright or other protection is not 

available cinder title 17, Cizited States 

Code, or that is available to the public be- 

cause it is generally accessible to the inter- 

ested public in any form; or 

“(B) any computing device solely because it 

incorporates or employs i,n any form sojtware 

(includin,g .soj?ware ,with encryption capabilities) 

esxempted ,from any requirement for u u&dated 

license under subparagraph (A). 

“(3) soFT’11:4fX \\.17?1 1<.~~‘12~‘1’7’10.~ c :lI’,LI:II,I- 

ux:‘s.--The Secretary shall authorize the export or re- 

export of software with encryption capabilities for 

nonmilitary end uses in any country to which exports 

of sojtware of similar capability are permitted for use 

by financial institutions not controlled in fact by 

September 8, 1997 
.Im 695 III 
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September 6, 1997 

I~‘n,ited States per-sons, u&ss there is substantial evi- 

dence that such sojtware roil1 he- 

“(A) diverted to a military end use or an 

end use supporting international terrorism; 

“(B) modified ,fbr military or terrorist end 

use; or 

“((I) reexported without any authorization 

by the United States that may be required under 

this Act. 

“(4) H.U:I~II:U?L \L’IWI I:.\‘c~‘/~‘~Y/‘TIo.\- / :U’~ICII,I- 

UE:S.-7%~ Secretary shall authorize the export or re- 

export of computer hardware with encryption capa- 

bilities if the SecretaqJ determines that n product of- 

fering comparable security is commercially available 

outside the C?n.ited States from a foreign supplier, 

without effective restriction~s. 

“(5) DI~~I/.\I~~o.\;~.-~ used in this subsection- 

“(A) the term ‘encryption’ means the scram- 

bling of wire or electronic information using 

mathematical formulas or algorithms ,irl, order to 

preserve the confidentiality, integrity, or authen- 

ticity oji and prevent unauthorized recipients 

from accessing or altering, such information; 

“(B) the term ‘generally available’ means, 

in the case of software (including sojtware with 

.HR 695 IA 
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September 8. 1997 

encryption capabilities), software that is ofleered 

,for sale, license, or transfer to any person with- 

out restm’ction, ~&ether or not for consideration, 

including, but not limited to, over-the-counter re- 

tail sales, mail order transactions, phone order 

transa,ctions, electronic distribution, or sale on 

approval; 

“(C) the term ‘as is’ means, in the case of 

soflware (including software with encryption ca- 

pabilities), a softzcare pro,gram that ,is not de- 

signed, developed, or tailored by the software 

publisher for specjfic purchasers, except that such 

purchasers may supply certain installation pa- 

rameters needed by the software program to 

function properly with the purchaser2 system 

and may customize the software program b!j 

choosing among options contained in the soft- 

ware pro,gram; 

“(0) the term ‘is designed for installation 

by the purchaser’ means, in the case of software 

(including software with encryption capabilities) 

that- 

“(i) the sofiware publisher intends for 

the purchaser (including any licensee or 

transferee), who may not be the actual pro- 
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gram wiser, to install the software program 

on a computing device and has supplied the 

necessary instructions to do so, except that 

the publisher ‘may also provide telephone 

help line services for software installation, 

electronic transmission, or basic operations; 

and 

“(ii) the software program is designed 

for installation by the purchaser without 

further substantial support by the supplier; 

“(E) the term ‘computing device‘ means a 

device which incorporates one or more micro- 

processor-based central processing units that can 

accept, store, process, or provide output of data; 

and 

“(F) the term ‘computer hardware’, when 

used in conjunction with information security, 

kncludes, but is not limited to, computer systems, 

equipment, application-specjfic ussemblies, mod- 

ules, and integrated circuits. I’. 

CO.YYI.VJ :-I 1'1o.v ofi' EWONT .~.~II.\‘I~s~I~.~~‘/I).\ 

22 A(77:-For purposes of car@ng out the amendment made 

23 by subsection (a), the Export Administration Act of 1979 

24 shall be deemed to be in effect. 

.IIR 696 III 
September 6. 1997 


